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Distributed GridSec Architecture
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Building Encrypted Tunnels between Resource
Networks or Clusters for Trusted Grid Computing

With n nodes, the required number of tunnels
grows with O(n?)

By using Dijkstra algorithm (All-source shortest path ) in building
VPN with minimum number of tunnels which grows with

O (n log n) complexity (Yongjin Kim)

Upon shortest path, security policy is generated to satisfy special
Grid requirements, automatically if possible.

How to integrate security policies from various
private networks through the public network ? (Gurpreet Grewal)

How to resolve policy conflicts among hosts, firewalls, switches,
routers, and servers, etc. in a Grid environment ?




Security-Assured Resource Allocation
(Shanshan Song and Mikin Macwan)

" Fuzzy logic for trust management
over multiple Grid resource sites

" Linear programming model for trusted
resource allocation (Sarah)

. Two-way authentication
and job submission

. Request broadcast
. Replies fromall resource sites

. SARAH agent generates
allocation solution

. User confirmation

User . Dispatch job and run job
Application

. Job execution result report




Trust Index of Grid Resource Site:
derived from job success rate and intrusion
defense capability at resource site periodically

Trust
index I

1.0
08|

06|
0.4
0.2| °

0 Z




Fuzzy Logic Inference for Assessing
Trust Index at Grid Resource Site

Integration

() :_0.58 A=0.76

Job Success Intrusion
Rate Defense Capability

I'=0.6
Trust Index at
Resource site




Security-Assured Resource Allocation

Algorithm: Dual-objective linear programming for secure resource allocation

Inputs: (1) AGrid job J = (P,, T,, Cy), submitted to the j-th resource site R;
(2) Piand Gi(1=1, 2, ..., K) for k resource sites and trust vector V; in R;.

Output: The resource allocation vector X = (Xq, Xa, ..., Xi).

Kk k
Objective Function: Maximize P = x;Pt; and minimize C = x;P.C; simultaneously.
i=1 i=1

or equivalently, maximize the performance/cost ratio E defined in Eq. (6).

Subject to the following constraints:

where0<xi<lfori=1,2, ...k




A SARAH Resource Optimization Example
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USC NetShield Intrusion Defense System

for Protecting Grid Computing Resource Sites

(Narayana, Chuan, and Qin)

Datamining for
I\FIQeOt\l:vt%rrk Anomaly Intrusion
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Data mining Architecture for
Network Anomaly Detection (Min Qin)
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Datamining For Intrusion Detection

Trace TCP/UDP/ICMP connection events
to derive frequent episode rule (FER)

on traffic patterns. The SYN flood attack is

specified by the following rule:

(service = http, flag = S0) (service = http, flag = S0)

—=pp (service = http, flag = SO)




Reduction of Rule Search Space

after pruning of ineffective FERS

—#— Inter-LAN FERS
—@— Pruned inter-LAN FERSs
—><— Intra-LAN FERSs
—+— Pruned intra-LAN FERs
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Anomaly Detection Results
using Frequent Episode Rules
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Intrusion Response Efficiency

O The Snort

B Our anomalyIDS
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DDoS Detection and Defense
(Y. Zhang and R. Tripathi)

Internet traffic flow analysis for packet
filtering, rate limiting, priority queuing, etc.

Smart filtering for countering DDoS attacks
based on traffic history analysis

Use the Georgia Tech Network Simulator

Test on the USC Internet trace data sets
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