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Abstract

TheApriori algorithmis apopularcorrelation-basedata-
miningkernel.However, it isacomputationallyexpensve
algorithmandtherunningtimescanstretchup to daysfor
largedatabasesisdatabaseizescanextendto Gigabytes.

Throughthe useof a new extensionto the systolicar
ray architecturetime requiredfor processinganbe sig-
ni cantly reducedOurarrayarchitecturémplementation
onaXilinx Virtex-Il Pro100providesa performanceém-
provementthatcanbe ordersof magnitudefasterthanthe
state-of-the-arsoftwareimplementations The systemis
easily scalableand introducesan ef cient “systolic in-
jection” methodfor intelligently reportingunpredictably
generatednid-array resultsto a controller without any
chanceof collision or excessve stalling.

1 Intr oduction

Recentadwancesin storageand datasensinghave revo-
lutionized our technologicakapabilityfor collectingand
storingdata. Sener logs for popularwebsitescustomer
transactiondata from network routers, credit card pur
chasescustometoyalty cards,etc. produceterabyteof
datain the spanof a day. While it is usefulasa histori-
calrecord effective processindor patternandtrendscan
male it pro table. Correlation-basedatamining is the
eld of algorithmsto processthis datainto more useful
forms,in particular connectiondetweersetsof items.In
this paperweinvestigatehe Apriori algorithm[2], apop-
ular strategy designedor progressiely groupingtogether
frequentitemsetsn largedatabasegivena particularfre-
gueng of occurrenceutoff.

While the computationand data compleity of the
Apriori algorithmis very high, little researchhasbeen
donein efcient implementationdor hardware acceler
ation. We feel thatmuchof the disinteresin addressing
theseproblemslies in the challengeof implementingset
membershigfunctionsef ciently, aswell asin the com-

1Supportedby the United StatesNational ScienceFoundation/ITR
underaward No. ACI-0325409ndin partby anequipmengrantfrom
theXilinx andHP Corporations.

plexity of control. We addresgheseissuesthroughhy-
brid systolicarray-microcontrollediatapathandef cient
designprinciples. This paperpresentsereral stratgies
we have developedfor adaptingthe Apriori algorithmto
usein a systolicarray[10]. We also presenta stratgy
called “systolic injection; a contribution to the general
use of systolic arraysthat allows a wide rangeof pre-
viously challengingapplicationsto be implementedef -
ciently. Throughthe useof the systolicarraywe allow for
increasedrequeny performanceglecreasethterconnect,
andsimple,easilyscalablainits. We implementheparal-
lelizableandcomputationintensive operationswithin the
systolicarrayandimplementthe serialandcontrolinten-
sive operationawithin a microcontroller The microcon-
troller also controls data sourceand sink for the array
Moving the control-intensie operationgo the microcon-
troller, or “software deceleration'[9], allows the opera-
tionsthattake up a smallfractionof thetotalrunningtime
to be executedwith lesshardwarethanit would requireas
acomple statemachine.

Due to our streamingimplementation,the candidate
generatiorphaseof the algorithmrequireordersof mag-
nitudelesstime thanthe supportcalculation.Overall, the
hardwareapproachprovidesa minimumof a 4x time per
formanceadwantageover the fastestnon-supercomputer
implementation§4, 5, 7], andoftenprovidesmuchhigher
performancemultipliers. The off-chip memoryrequired
is moderatebeyondthe sizeof the databasandtheband-
width betweermemoryandthesystolicarrayis 250MB/s.

While the architecturecould easilybe implementedn
a customASIC — in fact, the simple units that make up
thesystolicarrayaredesignedxplicitly for easeof ASIC
implementation- the useof FPGA allows the userto uti-
lize parameterizedlesignswhich allow for variablesize
item descriptoraaswell asoptimizedmemorysizesfor a
particularproblem. As well, FPGAsallow the designto
be scaledupward easilyasprocesgechnologyallows for
everlargergatecounts.



2 RelatedWork

As far aswe know, the Apriori algorithm hasnot been
studiedin ary signi cant way for ef cient hardwareim-
plementation. However, researchin hardware imple-
mentationsof relateddata mining algorithmshas been
done[6, 17, 18§].

In [6] and[17] the k-meansclusteringalgorithmis im-
plementecasanexampleof a specialrecon gurablefab-
ric in theform of a cellulararrayconnectedo a hostpro-
cessor K-meansclusteringis a datamining stratey that
groupstogetherelementsbasedon a distancemeasure.
The distancecanbe an actualmeasureof Euclideandis-
tanceor canbe mappedrom someotherdatatype. Each
item in a setis randomlyassignedo a cluster andthe
centersof the clustersare computed. The elementsare
theniteratively addedandremovedfrom clusterso move
themcloserto the centersof the clusters. This is related
to theApriori algorithmasbotharedependentn ef cient
setadditionsandcomputationgperformedon all elements
of thosesets. However, k-meansaddsthe distancecom-
putationandsigni cantly changeshow the setsare built
up.

In [18] a systemis implementedvhich attemptgo me-
diate the high cost of datatransfersfor large datasets.
Commondatabasesan easily extend beyond the capac-
ity of thephysicalmemory andslow tertiarystoragee.g.,
harddrives,arebroughtinto thedatapathThe paperpro-
posegheintegrationof a simplecomputationaktructure
for datamining ontothe harddrive controlleritself. The
datamining proposedby the paperis not Apriori, but
ratherthe problemof exactandinexact string matching,
a muchmorecomputationallyregular problemcompared
tothe Apriori algorithm.However, thework is useful,and
will becomemoresoasFPGAperformancecaleup and
signi cantly exceedsthe datasupply capabilitiesof hier-
archicalmemorysystems.

We baseour comparisonsof hardware performance
versusvarious state-of-the-arsoftware implementation
[4, 7, 5] as we are unaware of ary comparablehard-
wareimplementatiorof the Apriori algorithm. Extensve
researchexists [8, 12] on parallelizingcorrelationalgo-
rithms, but we focuson single-processamachineperfor
mance.

3 Intr oduction to the Apriori Algo-

rithm

We divide the Apriori [2] algorithminto threesections,
asillustratedin Figurel. Initial frequentitemsetsarefed
into thesystemandcandidateyenerationcandidatgrun-
ing, andcandidatesupportcalculationis executedn turn.
The supportinformationis fed back into the candidate
generatoandthecycle continueauntil the nal candidate

setis determined. In our hardwareimplementation the
sameFPGA con gurationis usedthroughouthe various
modesof operationwith only small changesn the con-
trol of the units. We will rst introducesomeof the data
mining lexicon andthen describethe operationalphases
in moredetail.

In theliterature,an analogyto a shoppingcartis used.
A basletis thesetof itemspurchaseatonetime, checled
out from thelibrary, or otherwisegroupediogetherased
on somecriteria suchastime, customeretc. A frequent
itemis anitemthatoftenoccursin a databaseA frequent
itemsetthen,is asetof itemsthatoftenoccurstogetheiin
the samebaslet within the databaséf it consistsof more
thanoneitem. The cutoff of how oftena setmustoccur
beforeit is includedin the candidatesetis the support

In this way, a researchecanrequesta particularsup-
port valueand nd the itemswhich occurtogetherin a
baslet a minimum numberof timeswithin the database.
This guaranteesa minimum con dencein theresults. A
popularexamplein theliterature(possiblyapocryphaljs
processinghe supermarkt transaction®f working men
with youngchildren:whenthey goto the storeafterwork
to pick up diapersthey tendto purchasédeerat the same
time. Thus, it makessensestatisticallyto put a beerre-
frigeratorin thediaperaisle.

T

Figurel: Processo w of thedatamining system

Candidategeneratioris the processn which onegen-
erationof candidatess built into thenext generationThis
building processs from wherethe Apriori namederives.
Eachnew candidateis built from candidateghat have
beendeterminedapriori (in the previous generation)}o
haveahighlevel of support.Thus,they canbecon dently
expandednto new potentialfrequentitemsets.Thisis ex-
pressedormally asfollows:

8c;c 2 C, do
withc; = (i1;:50m 1;im)
andc; = (i1; 5 im 150m)
andim < ip
c=al = (i im 1imsiy)

It shouldbe notedthat only orderedsetsare utilized,
thatis, the item codesincreasetoward the lastitem in a
set. Thus,whenc is generatedrom c; andc;, the sets
remainordered.Candidategeneratiorpairsup ary candi-
dateshatdiffer only in their nal elementto generatehe
candidatatemsetdor the next candidatageneration.

The next step of candidate generation guarantees
that eachnewn candidateis not only formed from two



candidatesfrom the previous generation, but that all
subsetghat canbe createdby removing oneelementare
alsopresenin the previousgenerationasfollows:

8c2 C,, do

8i2c:c fig2Cnh 1

Theinitial candidategeneratiorprovesby designthatif
we remove eitherof thelasttwo items(im, i,) from the
new candidatewe will getcandidategrom the previous
generationhamely ¢; andc,. The secondstepveri es
thatif we remove ary single item from the new candi-
date,we will nd acandidatefrom the previous genera-
tion. This progresste build-up of candidatess the heart
of the Apriori algorithm.

The third phaseof the algorithmis the supportcalcu-
lation. It is by far the mosttime consumingand datain-
tensie part of the application,as during this phasethe
databasés streamednto the system.Eachpotentialcan-
didate’s support,or the numberof occurrence®ver the
databaseet,is determinecby comparingeachcandidate
with eachtransactionin the databaself the setof items
thatform the candidateappeain thetransactionthe sup-
port countfor thatcandidatés incrementedasfollows:

8t2 T do
8c2 Cdo
ifc t
support(c)++

The main problemwith the Apriori algorithmis this
data compleity. Each candidatemust be compared
againstevery transactiorset. This givesa large running
time for a singlegenerationO(j T jj Cjjtj), assuminghe
subsefunctioncanbeimplementedn time jtj. However,
the parallelismcontainedn theloopsallows for somein-
terestingacceleratiorin hardware, particularlywhenim-
plementedasa systolicarray

4 Our Approach

Our generalapproachis to implementthe Apriori algo-
rithm in the most ef cient mannerpossible,utilizing a
minimum of hardware and a minimum of time, aswell
asinsuringthatutilization of thehardwarecomparatorss
nearl00%.For somepartsof theimplementationnamely
thesupportcalculationthisis aneasytaskascheckingfor
setequialenceis a simpleoperation.However, the can-
didategeneratiorandpruningoperationsaresigni cantly
more complicatedasthey introducenew datain the sys-
tem at unpredictablantervals. We also mustensurethat
our memoriesareof minimum ssizeandyet alsobe suf-
cientto storenecessaryglata.

Our architectureallows for 560 units on a single
device. Theseresultsarebasedon the place-and-routef
thefull systolicarraydesignonaXilinx Virtex-1l Pro100
device with 44,000slices. Hardware usageis 70 slices
per systolicunit with resourcedor up to 16 2-byteitem
candidatesets. Theunitsareall connectednd-to-endn
the form of a linear array Eachunit containsmemory
locations to temporarily store the candidateswhose
supportis being calculatedandto allow for stalling. A
unit is composedof the candidatememory an index
counter and a comparatar which allows the output of
the candidatenemoryto be comparedwith anincoming
item. Becausall setsutilized in the systemare ordered,
the equialence and greater than signals are all that
are requiredto determineset equivalence and subset
functions. Thesepiecesare handledby the controller
to implement the required functionality in the three
computationaphases.

Controller

A A

>

Figure 2: lllustration of the generaldatamining systolic
array



Throughoutthis section, we will use the following
variables: | _ OUYOgata ; Bi) = IN(l gata s Bi)
i, theindex of asystolicarrayunit
m, the number of items in a candidatelist, also the

. . . : X

generat!onnumberas one item is addedto the list per 8t MiCj<t | iTej
generation -
iCm], thenumberof total candidatesn generatiomm, h g

, the numberof hardware units (c, may be lessthan :
i (6 may Valln(lgea :B) = k(i)
iTi, tBenumberofmleduaI basletsin thedatabase i1 6 k:t:]’ﬂ = f ai
te = o iTki, thetotalnumberof itemsin thedatabase, if(ldata & Mem(m;)) thenmatdn = f ai

elsan; + +

Theelementsaireconnecteend-to-endn aone-dimen- _ X o
sionalarray Data o wsin onedirection,stallinformation 8t:mc<t i jTkj and(t mod m) = 0
o ws is the oppositedirection. We will expressthe ar- k=1 _
ray connectionsand behavioral descriptionsn Standard (support = support + ((matd = fail)?1:0)

TemporalArithmetic (STA) [11]. The STA descriptions reset(match)ym; = 0
will illustrateonly the rst pasqasif jCrj  ¢,) for sim-
plicity. All subsequernpassegin the supportcalculation,

andcandidategeneratiorphasesprebehaiorally identi- ~ Next, the transactionsare streamedhroughthe array
cal. TheconnectiondetweercellsB; throughB,, areas All transactionare sentthrough, one elementper cycle.
follows: Eachtransactiorns anorderedset(lik ethecandidatesets),

so nding if the candidates a subsetof the transaction
baslet is similar to a memge sort. As eachitem arrives,
8irl i<c it is comparedwith the currentitem. If theitemsmatch,
coOnNM(OUOgata ; Bi); IN(l data : Bis1)) the candldatepomt_erls mcremented_. If thg |te.m in the
_ ) candidatememoryis greaterthanthe incomingitem, the
82 i<c+l counteris notincrementedln thisway, averylargetrans-
conr(out{Ostanr ; Bi); IN(lstan ; Bi 1)) actionbaslet canbe streamedhrough,and,if the counter
pointerequalsm by the end of the transactionthe can-
didatehasbeendeterminedo be a subsebf the transac-
tion baslet. If thesubsetonditionis satis ed,thesupport
counteris incrementedlf thecounteris lessthanm atthe
endof thetransactiordata,thecandidates nota subsebf
thetransaction.n eithercase the unit's memorypointer
is resetandthe processhegins againfor the next trans-
actionbaslet, until all transactionpassthroughall of the
units. Thisrequireg; + mjCn,j cycles,andis thusveryef-
cient. If jCj > ¢4, thereis nowayto avoid passinghe
databasstreammultiple timesthroughtheunits. Thisre-
ducesef ciency, butis still afasterstratgy thansoftware-

4.1 Support Calculation

Thesupportcalculationis thesimplestof theoperationsn
the Apriori algorithmto implement. Its useof two loops
with no dependencieallows for high parallelization.The
challengdiesin gettingthedatato the units.

The rst stepis to loadthe unitswith candidatesData
entersat oneendof the linear array After the rst can-
didateis storedin the rst unit, the ith candidatesetis

forwardedalongto theith unit, until all unitsin thearray s X : e ,
arefull. Thisrequiresm jCpnj cycles.Thetime, however, basedsequentiablgorithms. The time given if multiple

may besplit into multiple sectionsf jCmj > Ca. passesrerequiredis asfollows: givenjCnj > ¢y, the
The supportoperatioris asfollows? total numberof passeg is d’cm le, andthusthetime for
streamingransactionss d'Cm I e(mJij + ty). Theextra

cycle is requiredto ush the supportdatafrom the lin-

8t:0<t mjCpj eararray The supportdatais collectedby the controller
i€ m and storedfor the variouscontrol operationsgequiredto
Val(In(l gata ; B1)) = externalmen(c; e) maintaina minimumsupportevel acrossall candidates.

c=1 e=1

if (candidatenum= unit.id) thenmem (€) = | gata

2The STA notationmay be unfamiliar to the reader The symbol X .
iT"lj Tk (j ) impliesthata singleelementof datais generatedn each for t= T+ 1
cycle. Here,thetransactiorn producests j th elementasj progresses k=1
from 1 to thenumberof elementsn thetransaction. Out(Ogata ; Bi) = Val(support)



bl
8t: Tki+1 t i iTki+ 1+ ¢y

k=1 i=1

Out(Ogata ; Bi) = In(l gata ; Bi)

bl

4.2 Candidate Generation

We will now describeandanalyzethe candidategenera-
tion operation. We againutilize the functionality of the
systolicarrayto realizethe setcomparisoroperation but
now, insteadof streaminghetransactiordatathroughthe
array we streanthe candidatesets.This allows eachcan-
didatesetto be comparedagainstall of the othercandi-
datessets.A samplerun of thealgorithmis givenin Table
2to provide anideaasto how mary candidatesireevalu-
atedin eachgeneration.

As in the supportcalculation,the rst stephereis to
streamthe new candidateinto thelineararray with each
candidatebeingwritten sequentiallyinto the unit memo-
ries. ThisrequireamjCy, j cycles,asin thesupportcalcu-
lation. Next, the candidatesare passedhroughthe lin-
ear array again, in orderto be comparedagainstall of
the other candidates. The candidatesubsetinformation
mustbe determinedasthe candidateso w throughthear
ray, andthe datafrom thosecomparisonsnustbe deliv-
eredto the controllerwithin the con nes of the systolic
arraystructure Thisis moreacomple issuethatthesim-
ple counterusedin the supportoperation,requiring that
theindividual subsetesultsbedeliveredin anidenti able
form to the controllet

We determinghe equivalenceof setsin muchthesame
way aswe determinedf the candidatesvere subsetsf
the transactiorbasletsin the supportcalculation. How-
ever, in this phasehetwo setsmustbeidenticalonly until
their penultimateitem, at which point the two itemsare
comparedIf theitemin thecandidatenemoryis greater
it is theninjectedinto the datastreand.

The power of the systolicarrayliesin theability of the
designetto minimizeinterconnectvithin the device. Be-
causewe areattemptingto createanareaef cient imple-
mentationaswell asatime ef cient one,we mustmini-
mizethedatapathlf ¢, unitsareall processingstreamat
thesamdime,attheendof m cyclesary or all of theunits
could attemptto inserta new candidatdtem. It is unnec-
essanyto sendoutthe entirecandidatesetasthecontroller
alreadyhasthe candidatesetsin its memory It is only
necessaryo forwardsomesortof ag thatsigni es thata
matchhasbeenfound,andthe controllercanputthe new
candidatesogethembeforethe next phase.

3Weleave thediscussiorof injectionfor Section4.4. Forthemoment
we will assumehatwe caninject a delayinto the streamand provide
spacefor the unit to reportthat a potentialnev candidatematchhas
beenfound.

Unfortunately asary or all of the units can produce
a ag atevery m cycles,it is impossibleto distinguish
whichof theunitsproducedhe ag, andwhenit waspro-
duced. Thus, we mustforward more information. The
datapathwidth for streamingthe candidateand transac-
tion informationis equalto the width of the candidatesn
memory Sincethe nal elementof the candidatenem-
ory is all thatis necessarto createthe new candidateywe
chooseto forward only the lastelementappendedo the
candidatedatathatactuallycausedhe match. This oper
ationhasno moreexpensé thanforwardinga simple ag
asthedatapaths alreadyin place,andmalespossiblethe
decodingin the controlleraswell. As discussedn Sec-
tion 4.4 we canreliably inject a single elementinto the
endof a candidatdist without causingtrouble anywhere
elsein thepipeline. This simpli es thecontrolleraswell,
asthe rst m elementsof the new candidategeneration
appeaiust beforethe new sufx esthatwill be appended
to the candidateto form the new generation.This works
asfollows:

U = numberof new candidate®eforepruning

t %y

8t:0< t

stallsaccumulatedor itemi attimet
2mjCj
i m
Val(In(l 4ata ; B1)) =
c=1 e=1
if (candidatenum= unit.id) thenmem(e) = | gata

externalmengc;e)

8t:0<t i mjCpj
Out(Ogata ; Bi) = In(l gata ; Bi)

8t mjiChj<t i 2mjCnj+ U
if(l gata & Mmem(m;)) thenmatdy = fail
elsem; + +
8t miChj<t i 2mjChj+ U
and((t i)modm)=0

if(matdy = fail) thengenerate
reset(matcl); m; = 0

Figure3 illustratesthe hardwarestructuresisedin this
phase. The runningtime of this phasesuffers from the
samehardwarelimitation problemsthat trouble the sup-
port phase. However, asthe candidatedatais ordersof
magnitudesmallerthanthe penaltyfor having to stream
the candidateghrough multiple times is much less of
a problem. Again, the numberof the times the candi-
datesare streamedhroughthe arrayis given by d’i—';“ e

4Thereis no expenseatthe cycle level, but theinjectionsystemdoes
adda multiplexer into the forwardingdatapath.
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Figure3: Architecturedetailfor the hardwarecontrolimplementatiorduringthe candidategeneratiorphase

If thereareCy+1 new candidategeneratedvhile pass-
ing throughthe array eachof thosenew candidateonly
stallsthe pipelineby onecycle, andthusthetotal number
of cyclesfor the completecandidategeneratiorphaseis

dgmle(2mjCnj) + U.

4.3 Candidate Pruning

The last highly comparison-intense phaseof the algo-
rithm is to determinethe apriori existenceof subsetof
the new candidatesvithin the currentgeneration.In this
phaseall of the new candidatesre fed throughthe sys-
temagainsothatall possiblecandidatepairscanbe pro-
cessedOurobjectiveisto nd if subset®fthenew candi-
datesmatchanelemenbf thepreviousgeneratiorof can-
didates.Onecould, of course simply createall potential
subsetsstreanthemthroughthelineararray andremove
ary new candidateshatdid nothave a matchingancestor
for eachsubsetHowever, thiswould requiresigni cantly
moretime thanour approachby afactorofm 1.

Our approachs to sendall candidateshroughthe sys-
tem only once, keepinga recordof two piecesof data,
a) if only oneitem is missingfrom a givenancestorcan-
didate,and b) which item is missing. Becausea factor
of m fewer candidatesare streamedthroughthe array
we have signi cantly lesswork to do, anda total time of
(d'%—m’ejcaj + 1) m cycles. We implementthis by main-
taina atwo bit failure counterin the array unit, The key
to this phasds thatonefailure mustoccur(theentirenen
candidatecannotbe in the old candidatepy de nition).
Two failures, however, signify that the old candidateis
not,in fact,asingle-elemendistancerom thenew candi-
date.If thememorypointerarrivesatthe(m 1)th candi-
datesetitem with only onemissingsetitem, it injectsthe
missingsetitem into the stream. The basicsubsethard-
wareis notsufcient herethough.In comparingonly one
elementper cycle, thereis a potentialthe memoryindex
in the unit maynotbeincrementedeforethe

U = numberof new candidate®eforepruning

t &

8t:0< t

stallsaccumulatedor itemi attimet
2mjCn]j
i m
Val(In(l 4ata ; B1)) =
c=1 e=1
if (candidatenum=unit.id) thenmem(e) = | gata

externalmengc;e)

8t:0<t i mjCnj
Out(Ogata ; Bi) = In(l gata ; Bi)

8t miChj<t i 2mjChj+ U
if(l ygata & Mmem(m;)) thenfailures+=1
elsem; + +
8t mMiChj<t i 2mjChj+ U
and((t i)modm)=0

if (failures> 1) thengeneratg
reset(match); m; =

The controllercollectsthe missingitem informationas
it exits thearrayanddeterminedf thereis afailureateach
of the rst m 1 positions. Becausehe failing match
informationimmediatelytrails the candidatdt refersto,
this is a simple bitmappingoperation. However, if the
Ca < jCnmj, thatinformationhasto be storedby the con-
troller for the next pass.

4.4 Stalling SystolicArray

The previoustwo sectionsarebasedn the availability of
amethodto inject resultsinto the datastreaminjectionis
importantin this sortof applicationbecausery or all of
theitemsin the array canproducedataat ary time over
consecutre cycles. Unfortunately this is not as simple
asinsertingsomesort of “shadav” registerto provide a
delaygivenadownstreanstall, althoughthisis partof the
solution. Without somemethodof controlling the data,
this could resultin a tangleof datacollisions. Consider
the candidategeneratiorphasejCn j)? comparisongre
made,and were eachof the ¢, unitsto producea result



(aworstcasethatis not actuallypossible)andattemptto
forwardit in someway, the nal unit in the chainwould
eitherhave c, collisions,or we would haveto nd some
way to buffer out c, elementswithin the units. Candidate
generatiorandpruningis anunpredictableentirely data-
controlledoperation. However, we canstall the pipeline
andcausethe pipelineitself to actasan efcient buffer.
Thisis possiblein dataminingwhereast is lessattractve
in applicationssuchasstring matchingbecauseve have
some e xibility asto whendatais sentinto thearray

Oneintuition is to stall the entire pipeline, and allow
thecollisionsto clear Thisis necessaryo avoid datacol-
liding in anunrecwerableway. However, in the situation
of alarge systolicarraysuchasthis one,global stallsare
problematidor severalreasonskFirst, it is incorvenientto
have proliferationof global routingresourcesThe clock
is the only elementabsolutelynecessarandthuswe de-
sireto limit globalroutesto it. Secondseveralhundred
stall signalscomingtogethetinto a priority queueto stall
downstreamunits that might collide with the requesting
unit is unnecessarand wasteful. This approachwould
requirea greatdealof hardwareresourcesThird, stalling
the whole pipeline would signi cantly reducethe over
all utilization of the pipelineandincreaseaxecutiontime.
We chooséo pursuea moreintelligentstallingapproach,
only stalling the previous unit andletting the stall signal
propagateéowardthe rst unitin thearray Eachupstream
unit handlesthe stall signalin mannerappropriatdor its
currentstate. This allows eachinjection of datato only
delaythe pipelineby a single cycle, which is the key to
theexactrunningtime analysisin the previoussections.

Let usassumehatunit i hasfound a matchingcandi-
datesetandneedso signalthisto thecontrollerby inject-
ing aniteminto the datastream.Theitemis forwardedto
uniti+ 1, whilei 1recevesthestallingsignal.However,
becauseé 1 doesnot receve and processthe stalling
signaluntil it hasalreadystartedrecevingi  2's data,
uniti mustaccepthedatafromi 1, otherwisethatdata
would belost. This one-elementollision and matching
stall continuesto the rst elementin the chain, without
causingary dataloss. This stratgy canbe extendedto
allow for the potentialfor multiple stallsto occurat the
sametime in the pipeline. Thekey elementhereis thata
stalledunit canacceptno morethanoneadditionalpiece
of data. Moreover, the stalledunit will not do computa-
tion on eitherof the piecesof datain its memory Thus,it
cannotproduceadditionalstalls.

Figure 4 illustrates the data movementthrough the
pipelineandthedatastoragebehaior within a unit.

In Table1 we illustrateall possiblecombinationgor a
givenunit. stall, is thevariabledeclaringthatuniti needs
toinjectaresultin thenext cycle. Ing;5 = 1signi esthat
astallhasbeenrequestedrom uniti + 1, andstall_mem
isthememorybit thatde nesif thereis astandingequest
for a stallthathasbeendelayeddueto a coincidentaktall

Ingiq) | Stallmem | generate| Outgtyy || Stallmem*
0 0 0 0 0
0 0 1 1 0
0 1 d 1 0
1 0 0 1 0
1 0 1 1 0
1 1 d 1 1

Table 1: Behavior of the stalling/injectionsystem. The
geneate sighalbecomesa “don't care” whenthe unit is
alreadyin astalling state.

in the currentunit. A unit cannotperform computation
(and possiblyrequesta stall) if it is currentlyhasa stall
requesbutstandingn its stall memoryincomingstall re-
guestfromuniti + 1. Theoutputcolumnsarethenew stall
requessignal(routedto uniti 1) andthe new valueof
thestallmemory

Theintentionof exhaustively enumeratinghe possible
situationsa unit can encounterseresto demonstrateo
thereaderthatthereis no way for the unit to have inter-
nal datacollisions.Moreover, the progressie stallingcan
functioneffectively in asystem.

5 Results

Due the lack of comparablehardware implementations,
we compareagainstthe fastestsoftwareresultsavailable
running benchmarkdatabasesn standardizedormats.
We will baseour resultson a run of the T40110D100K
(15MB) andT1014D100k(4 MB) dataset$1] givenvar
ious supportlevels. We compareagainstthe APRIORI-
BRAVE, Borgelt, and Goethalsimplementationresults
providedin [4]. Theseresultsare basedon programex-
ecutionon a 2.8 GHz dual Xeon processomachinewith
3GByteRAM.

The synthesigtool for our designsis Synplicity Syn-
plify Pro 7.2 andthe place-and-routéool is Xilinx ISE
6.2. Thetargetdeviceis theVirtex || ProXC2VP100with
-6 speedgrade. Theresultsarebasedon the placed-and-
routeddesign. We implementonly the systolicarrayfor
theresultsasthe controllerrequiresvery little bandwidth
andonly moderateinteractionwith the array and should
notsigni cantly affectthe performanceesults.

Table2 hasruntimeinformationfor the supportcalcu-
lation sectionof the system. As the supportcalculation
takes an order of magnitudemore time than ary other
of the functionalsggmentsin our implementationijt is a
good approximationof the overall systemperformance.
With only onedevice we canbeatthe muchfasterclocked
dualdevice Xeonmachineby atleast4x, andoftenby far
greatemagins. More importantly the systemhasessen-
tially perfectsystenscaling,aseachadditionalFPGAfur-
therreduceghe numberof passe®f thedatabas¢hrough
thesystem.All thatis requiredis 20 bits of datacommu-



Result
ltem 1

L1

Result

T

ltem 2

Result

™ o~
)
[0} IS - 1S
o ) g9
>
(@]
~
5 < o= o~
@ = » E|la e
[3) [0} [N B [0}
> = =X =
(@)

A

o~
5 [T} <~ ™ =
o = e e a
o Q 9 9 &
5 = = =

A
X 0 < ™
© £ £ e
o [0} [0} [0)
o = = =
>
© A T

1
1
1

T

Figure 4: Systolic injection occursin Stage3 (cycle 1), and Stage2 (cycle 2) but doesnot causeunrecwerable

collisions

m | jCmj num. passes| time (sec)
1 | 100000 179 5.7

2 | 100000 179 5.7

3 99974 179 5.7

4 | 55041 99 3.2

5 | 28622 52 17

6 | 21642 39 1.2

7 18158 33 1.1

8 | 10181 19 0.6

9 7499 14 0.4
10 | 5251 10 0.3
11 | 3929 8 0.3
12| 2323 5 0.2
13 | 1122 3 0.1

total time for supportcalculation:26 seconds

Table 2: Performanceanalysisfor jTj = 4000000 at
112 MHz, n, = 560. Numberof candidatesbasedon
T40110D100Kdataset.

nicationat 112 MHz betweenthe devicesfor passinghe
2-byte item datapathstall signal, ag signal,and mode
descriptor Figure5 illustratesthe scalingperformancef

thedesign.Scalingis linearwith numberof devicesuntil

64 devices. While we only do timing analysisandsimu-
lation of the systolicarrayin this paper we plan onim-

plementingthe controller on either the PPC-4050n the
Virtex-Il Pro or in one of the SRC high-endplatforms
[15].

Figures6 and 7 give comparisondo three state-of-
the-artmicroprocessebasedmplementations.We con-
sider the T40110D100K (15 MB) and T1014D100k (4
MB) datasets. The two sets are standardtestbench
databasefom FIMI [1]. Thebiggestdifferencebetween
the two is the averagenumberof elementsin a baslet,
T40110D100Khaving anaverageof 40 elementsn abas-
ket over 100,000entriesandthe T1014D100khaving an
averageof 10 elementsverthe 100,000entries.Thisin-
creasedasletsizeincreaseshechancehattherewill be
correlationdetweerthe otherwiserandomdata. This can
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formancescaleslinearly until 64 devicesare connected, Support

or some35kindividual systolicarrayunits. _ _ _ _
Figure 7: Performance comparison against vari-

ous microprocessebased implementations for
be seenin thedifferencesn overalltimingsbetweerFig- T40110D100Kdataset.
ure 6 andFigure7. Theresultsin Figure 7 demonstrate
thatthe T40110D100Kdatabasédaslonger averagetim-

ingsdueto theincreasechumberof correlationshetween ;
itemsto process. suchasDHP [13] andtrie-basedapproache§d]. It may

A key obsenation is that Borgelt implementation be possi_bleto increasethe _b-andwidthof_ the systeml?y
is by far the fastestsoftware implementationfor the processingseveral sub-partitionsof a setin parallelasin

T1014D100kdatasetvhereaghe Bodonimplementation [16)). ) ) _ _
isthefastesin theT40110D100KIn bothcasespurhard- We arealsomteres';edn Ieverqgmgourexpenencemth
ware approachprovides consistentlyfasterresults,inde- hlgh-performancstrlng matching [,3] for autonomous
pendenbf thedatabaseharacteristicsMoreover, thedif-  Patterngeneratiorfor network security[14].

ferencein performancéncreasesigni cantly asthemin-
imum supportievel decreases.

approaches hardware, including hash-basedtratgies
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